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Abstract

This document contains an overview of the System Support Lab Account Request feature.
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1. Overview
1.1.Purpose

This document describes the System Support Lab Account management system
that is located on the En Route & Oceanic Support website
(EnRouteSupport.faa.gov). This system is utilized by AJM-25 to manage all
aspects of the lab account process including account approvals and system
administration.

1.2.Process Overview

For new accounts, account modification, or account validation the user will
submit a request. After a request is submitted it is forwarded to the requestor’s
manager for approval. If the requestor is a contractor the request is forwarded
to their contracting manager. If the contracting manager approves the request
they will forward it to an AJM-25 FAA manager for approval. If the requestor is
an FAA employee the request will be forwarded to an AJM-25 FAA manager for
approval. If the FAA manager approves the request it will be forwarded to the
System Administrators for processing. Once the account is created, modified or
validated the System Administrator will close the request.

For account deactivations a contracting manager or FAA manager will submit a
request identifying the user to be deactivated. This request will be forwarded to
the system administration team for processing.

1.3. System Administration Philosophy

Users requesting accounts will be required to select a job function that aligns
with the work they are performing. Each job function has pre-determined
accounts that will be provided to the user based on their role. Users may also
request access to Special Access selections if available. Special Access
selection contains accounts that are not included in the job functions.

System accounts are additive. In the event a user’s role changes and they
need to change their job function to obtain additional functionality the
account permissions granted for all prior requests will remain active.

Accounts will be disabled if the account has not been accessed within the
past 90 days or when there are multiple login attempts with an incorrect
password. In either case an account must be validated to be reactivated.
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Account Request Directory
The account request directory is the entry point for all request submissions and
additional features. The account request directory can be accessed by following the

instructions below.

e Enter https://EnRouteSupport.faa.gov into your web browsers address bar.

¢ In the lower right of the website footer look for the column “SLS Account

Registration”.

e Select “System Support Lab Accounts”.

. 1-800-377-0308
En Route & Oceanic Support {0 .485.4214

“Warning=Warning*Warning**

You are aus. ion system, which includes (1) this computer,
(2) this computer network, (3) all computers connected to this network, and (4) all devices
and storage media attached to this network or to a computer on this network. This
information system is provided for U.S. Government-authorized use only.

Unauthorized or improper use of this systsm may result in disciplinary action, as well as
civil and criminal penalties.

By using this information system, you understand and consent to the following:

= You have no reasonable expectation of privacy regarding communications or data
transiting or stored on this information system.

= Atany time, and for any lawful Government purpose, the Government may monitor,
intercept, and search any communication or data transiting or stored on this

MyFAA

information system.
= Any communications or data transiting or stored on this information system may be
disclosed or used for any lawful Government purpose.

Government Links
USA gov

DOT Intranet

MyFAA

FAAgov

Privacy Policy

*Warning**Warning**Warning**

| Lo wir FAA Emai Aoress (mvAccess) |

SLS Websites
AIMS v2.0

KSN

NASQuest

Rsync

SLS Tools

WJHTC ERAM Support

SLS Account Registration | Readers & Viewers

BE W E

En Route & Oceanic HelpDesk

Figure 1- En Route & Oceanic Support Login Page

Selecting System Support Lab Accounts will display the directory page as

illustrated below (Figure 2).
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MyFAA

En Route & Oceanic Support «§ 1 399-377-0308

1-609-485-4414

FAA System Support Lab Accounts
(ATOP, ERAM)

Please select from the options below.
Account Request
Check Reguest Status
Account Validation
Account Deactivation

Password Reset

Figure 2- System Support Lab Account Directory

The following options will be displayed:

e Account Request
Select this option to initiate a new account request or make
changes to an existing account.
Please refer to section 2 for more information.

e Check Request Status
Select this option to check the status of any pending requests.
Please refer to section 5 for more information.

e Account Validation
Select this option to validate an account when it is has been
deactivated due to inactivity.
Please refer to section Error! Reference source not found. for
more information.

e Account Deactivation
Select this option to identify an account for deactivation.
Please refer to section 6 for more information.

e Password Reset
Select this option to reset a password. A sub menu will be
displayed with the active Systems. Select the System for which
you need the password reset.
Please refer to section Error! Reference source not found. for
more information.

2. Account Requests and Validation Requests

2.1.Account Request Initiation

Account requests and validation requests are submitted from the System Support Lab
Account Directory page by selecting the “Account Request” button or the Account
Validation” button (Figure 2).
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The “Account Requests” option should be selected when the requestor wants a new
account or wishes to modify an existing account.

The “Account Validation” option should be selected when the requestor needs to unlock
an account that has been inactive for more than 180 days.

All account requests must be initiated by submitting an Initial Request with a valid email
address. Upon submission a link will be generated and sent to the provided email
address. The user will need to click the link to continue their request.

To begin a request the Initial Request Form (Figure 3) must be completed.
The following form fields are required:
1 - E-Mail: Enter your business email address.
2 - FAA or Contractor: Select if you are a Contractor or FAA Employee.
3 - System: Select the system you are requesting access to.
4 - Account Status: Select “Yes” if you have an existing account or “No” if you do
not.
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FAA Support Systems Account Request

IMPORTANT: This account reguest form is for FAA support system [ab account requests only. If you are reguesting
access fo the En Route Suppori Helpdesk please click here.

FOR PASSWORD If you already have an FAA support system fab account and need your password reset or have
RESET OR ACCOUNT guestions regarding support system user accounts, please contact the En Route and Cceanic Support
QUESTIONS: Help Desk at 1-300-377-0308.

O INSTRUCTIONS =
STEP 1: To initiate an account request please complate and submit the form below.

STEP Z: You will receive an email link to complete your account request
NOTE: If you have submitted an account reguest, you will not be able to submit another request until the
pending request is completed

Please complete the request form below.

Account Request
Action: MNew /[ Change

E-Mail;
Please enter your current business email
address. Requests from personal email accounts
will be rejected.
FAA or Contractor: | __ Sglact One - v

System: | Select One - e v
Account Status: | _ Sglect One — o v

EnTER REQUEST

Figure 3 - Initial Request Form

Depending on the selection for #4 additional fields may be required (Figure 4).

5 - If you select “Yes” for #4 you will be prompted to enter your username.

6 - If you select “Yes” for #4 you will be asked if your email address has changed.
7 - If you select “Yes” for #6 you will be prompted to enter your prior email address.
(This is used to track your account information if you have changed employers or
your company email address has changed.)

8 - Once the form has been completed click the “Enter Request” button. An email
will be sent.
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E-Mail: [Contractor@ctr org

Please enter your current business email
address. Reguests from personal email accounts

will be rejected.
FAA or Contractor: || am a Contractor v
System: [ERAM v
Account Status: | Yes - | have an existing account v
Account Username: e
|F}ease_ provide your username. |

Has your email address changed? @
[ YES - My email address has changed. ¥ |

8
Figure 4- Initial Request Form (Expanded)

9 - After receiving the email click the button “Click here to continue your request” (Figure
5). This will open a web browser window where you may complete your request.
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Wed 7/10/2019 8:54 AM

DoNotReply@EnRouteSupport.faa.gov

System Support Account Request - ERAM / Change Request
To

elf there are problems with how this message is displayed, click here to view it in a web browser,

Action ltems

1-800-377-0308

En Route & g
MyFAA oceanic su pport L oo9:485:4414 i

EnRouteSupport.faa.gov

Systemn Support Account Request - ERAM / Change Request

Please click the link below to continue your request.

[Request Reference Number #2188]

Click here to continue your request. 0

IMPORTANT INFORMATION:

s DO NOT FORWARD THIS EMAIL as it contains unigue information pertaining to this request.
« [fthis request represents suspicious acfivity or if you have any guestions or concemns

please contact the En Route and Oceanic Support Help Desk at 1-800-377-0308.
+ Do not reply to this email.

Figure 5- Request Continuation Email

2.2.Account Request Form
The Account Request form is comprised of several panels of information to be
completed by the requestor. These panels are explained in the following sections.

2.2.1. Account Action Panel
The Account Action panel (Figure 6) is a read only panel that displays the information
requested from the user to initiate the request. It contains the following user
information:

¢ Action (New or Change)

e Email Address

¢ Organization Type (FAA or Contractor)

e System
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Account Action
Action New
E-Mail Jane Smith@faa.gov
Organization Type FAA
System ERAM

Figure 6 - Account Action Panel

2.2.2. User Information Panel

The User Information Panel collects personal information about the user. The panels
for FAA Employees and contractors have a couple minor differences as described in the
following sections.

2.2.21. FAA Employees

The FAA employees User Information Panel (Figure 7) will be displayed with the
following user information fields to be completed:

1 First Name — enter your first name.

2 Last Name — enter your last name

3 Organization — enter your Organization

4 Title — enter your job title

5 Telephone — enter your business telephone number

6 Site — select the location of your work

User Information
First Name o
Last Name e
Organization Q
Title 0
Telephone e
Site | .. Select -- e v

Figure 7- FAA Employees Information Panel

2.22.2. Contractors

The Contractors User Information Panel (Figure 8) will be displayed with the following
user information fields to be completed:

1 First Name — enter your first name.

2 Last Name — enter your last name

3 Organization — enter your Organization

4 Specific Employer — select “Yes” if you work for Leidos or Harris

5 Prime or Sub Contractor — select whether your employer is a Prime or Sub contractor
6 Title — enter your job title

7 Telephone — enter your business telephone number

8 Site — select the location of your work
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User Information
First Name |

Last Name e

Employer

Do you support the FAA as a contractor or subcontractor working for Leidos or Harris?
| - Select One — v

- Select One - ¥

Title | Q
Telephone | e

Site | - Select -- v

Figure 8- Contractor User Information Panel

6 Is your employer the Prime Contractor or a Sub Contractor?

2.2.3. Manager Information Panel

The Manager Information Panel collects manager information about the user. The
panels for FAA Employees and contractors are substantially different and are described
in the following sections.

2.2.3.1. FAA Employees

FAA Employees will have access to a single dropdown menu (Figure 9) to select their
AJM-25 manager. FAA Employees from organizations other than AJM-25 should select
“OTHER — ALL NON AJM-25 PERSONNEL”.

FAA Supervisor/Manager Information

-«

FAA Supervisor | -- Select One -
— Select One —
| OTHER - ALL NON AJM-25 PERSONNEL - Jay Shah |
| AJM-251 - Systems Requirements - JO Hunt
| AJM-251(x) - NAS Engineering - Steve Cliver
| AJM-2511 - System Engineering : Tom Ackermann
| AJM-2512 - Specialty Engineering : Jay Shah
!A.JM—252 - Program Management : Joe Evans
| AJM-252(x) - System Management : Gina Oliver
| AJM-2521 - Centralized Systems : Barry Davis
| AJM-253 - Design & Development - JO Hunt
| AJM-253(x) - NAS Software : Derek Kubont
| AJM-254 - Mission Support : Marlene Mills
| AM-2541 - Business Office - Brian Flynin
| AJM-255 - Site Support : Todd Ruymen
| AJM-2551 - Site Support Engineering - Amber Davis
EAJM-ZSG - Test : Scncere Woodford
| AJM-2561 - En Route Test - Jason Alburger
| AJM-2562 - Oceanic Test : Lisa Cotterell
| AJM-2562(x) - Decision Support Test : Patrick Orlando
| AJM-257 - Field Automation Support - Randy Warwick - |

Figure 9- FAA Employees - Manager Information

2.2.3.2. Contractors

Contractors will be required to complete the Prime Contractor/Supervisor Manager
Information (Figure 10) panel with fields to enter their manager’s contact information. The
fields are as follows:
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1 - First Name — enter the manager’s first name.

2 - Last Name — enter the manager’s last name

3 - Employer — enter the manager’s Employer

4 - Title — enter the manager’s job title

5 - Telephone — enter the manager’s business telephone number

6 - E-Mail — enter the manager’s email address (The managers email address
must be correct because it is used to forward email notification to the manager.)

Prime Contractor SupervisoriManager Information

(3
First Name o
Last Name o e
Employer e
Title o
Telephone e

E-Mail g
This request will be emailed to your manag T approval. Please ensure the manager's
email address is correct otherwise this request may not be processed.

Figure 10 - Prime Contractor Supervisor/Manager Information

2.2.4. Job Function Selection

The Job Function Selection panel (Figure 11) will contain a list of job functions (1)
pertaining to the particular system selected in the initial account request. If the
requestor requires accounts for additional system(s) they will need to submit that in a
separate request.

In the Job Function Selection Panel the requestor should select the primary job function
corresponding to the work they are performing for the organization they are supporting.
If this is a change request the requestor’s prior selections will be checked. The
requestor may modify the job function selection if their role has changed. Only one Job
function may be selected per request.

If none of the Job Functions in the list (1) are applicable please select OTHER and enter
a job function description in the Other Job Function field (3).

If a requestor’s job function has not changed but they require access to a particular tool
set they should refer to the Special Access Selection Panel.

Each job function is mapped to a particular set of accounts and tools. Clicking the (?)
icon in the Job Function list will display a description of the job function in a text box (2).
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Primary Job Function

= Select your PRIMARY Job Function corresponding to the work you are performing.

= If none of the listed Job Functions apply please select "OTHER". You will be required to
enter a job description below.

« If you need access to a specific tool or function please see the Special Access section. If
the tool or function is not listed please select "OTHER" and provide a description.

Note: All ERAM accounts include access to Sarbot, Sky Data Sentry{SDS) and MFL.
Job Function ERAM
Q, Adaptation
o @ Configuration Management
@‘ Field | Tech Ops
.\; Site Support
h} Software
@ System Admin
h} System Requirements & Engineering

.‘; Test

@ OTHER 4

e ‘;; Adaptation - Includes access to the following tools:
=508

= Sarbot

« MFL (includes: BigE, ERAM DOORS Documents, LSN, SIGDOCS,
Webstat)

= Oracle dbs

= Artisan

Other Job Function
Please enter a description of the work you perform on a regular basis.

Characters Remaining:

Figure 11 - Job function Selection

2.2.5. Special Access Selection

The Special Access Selection panel (Figure 12) will contain a list of additional tools (1)
available pertaining to the system selected in the initial account request. The requestor
may select the desired tool(s) using the corresponding checkboxes. If the tool desired
is not listed please select OTHER and enter a description of the tool(s) in the Other
Special Access field (3).

Clicking the (?) icon in the Special Access list (1) will display a description in a text box

(2).
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Special Access

« Select any Special Access tools required for the work you are performing.
» I you need access to a specific tool or function please select "OTHER" and provide a
description.

o Special Access ERAM
@ F

@ spoT
\2- Toocls Registry
‘3 OTHER o

@ IIF: En Route Integration and Interoperability Facility (IIF) System
Accounts

Other Special Access
Please enter any specific tools or functions you need to access to perform

your job.

Characters Remaining:

Figure 12 - Special Access Selection

2.2.6. Additional Comments or Requests

If the requestor can provide any additional information that will assist in the creation or
modification of their account it should be entered in the Additional Comments field
(Figure 13).

Additional Comments or Requests

Please provide any additional information that will assist in the administration of your account.
If you would like your account setup similar to a team member or associate please provide that persons name.

1000 characters remaining

Figure 13 Additional Comments

2.2.7. Rules of Behavior Panel

All account usage must adhere to the FAA Rules of behavior which are defined in
Appendix 27 of ORDER 1370.121 - FAA Information Security and Privacy Program &
Policy (Appendix 27 - Rules of Behavior). The request form contains a link (Figure 14 -
1) to the document which will open in a new browser window.

Requestors must acknowledge they have received, understand and will comply with the
Rules of Behavior (Figure 14 - 2).
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Rules of Behavior

The FAA Rules of behavior are defined in Appendix 27 of ORDER 1370.121 - FAA Information Security and Privacy Program
& Policy (Appendix 27 - Rules of Behavior).

Please review the Rules of Behavior by clicking the following link: ORDER 1370.121 - Appendix 27

| acknowledge receipt of, understand my responsibilities, and will comply with the Rules of Behavior as defined in
ORDER 1370.121 - Appendix 27.

You must agree to the Rules of Behavior to submit this form

Figure 14 - Rules of Behavior Panel

2.3.Request Submission

Once the request form is filled out it must be submitted by clicking the “Enter Request”
button (Figure 15) at the bottom of the page.

| EnTER REQUEST |

Figure 15 - Enter Request

Once the request has been submitted the user will receive an email informing them that
their request has been submitted to their manager (Contractor or FAA) for approval.
The manager will also receive an email notification to process the request after it has
been submitted.

3. Management Approval

Account requests may require two separate manager approvals depending on the
requestor’'s employer. FAA employees will require approval from their FAA manager.
Contracting employees will require approval from their contract manager and an FAA
manager who they support.

3.1.Contracting Manager
This section details the contracting manager approval process.

3.1.1. Email Naotification

When a request from a contractor employee has been submitted the contracting
manager will receive an email notification (Figure 16). To approve or deny the request
the manager should click the green button (Figure 16 - 1) in the email. Clicking this
button will open the Unapproved Account Request list in a web browser.
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FROM: DoMotReply@EnRouteSupport faa. gov -

TO: James. Aleidos@Ieidos. com

GC:

SUBJECT: System Support Account Reguest - ERAM / New Reguest
MESSAGE:

1-800-377-0308
M FAA En Route & 1-609-485-4414
¥ Oceanic Support

EnRouteSupport.faa.gowv

System Support Account Request - ERAM / New Request

Joe Smith has submitted a System Support Account request.

Please verify your employee's information and the reguested account information for accuracy
You may click the button below to Approve or Deny this reguest and any other pending
regussis.

IMPORTANT: AS A MANAGER IT IS YOUR RESPONSIBILITY TO SUBMIT AN ACCOUNT
DEACTIVATION NOTIFICATION WHEN THIS PERSON NO LONGER HAS A NEED FOR
THIS ACCOUNT.

You may submit a Deactivation Request by clicking this link and selecting "Account
Deactivation" and compleling the form.

[Request Reference Number #3547]

o Click here to Approve or Deny this request.

IMPORTANT INFORMATION:

« DO NOT FORWARD THIS EMAIL as it contains unigue information pertaining to this request.
» |f this request represents suspicious activity or if you have any guestions or concerns

please contact the En Rouls and Cceanic Suppert Help Desk at 1-800-377-0308.
» Do not reply to this email.

Figure 16 Contractor Email Notification

3.1.2. Unapproved Account Request List

After clicking the email link the Unapproved Account Request list (Figure 17) will be
displayed. This page will display a list of accounts (1) that are waiting for approval by
the specified contracting manager. Clicking the gear icon or double clicking the
highlighted row will open the request for approval processing.
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. - 1-800-377-0308
En Route & Oceanic Support § 5994854414
Unapproved Account Requests
Reqguestor FAAICTR System Request Type Reguest Date

o B Joe Smith CTR ERAM Mew 07/16/19 04:52 PM

s You can approve account requests by clicking the gear icon or double clicking the highlighted row
s Thisg list will be available until all requests have been processed.
s |fyou do not wish to process the requests please close the page using the bufton below

Current as of 9/12/2019 5:04:05 PM

CLosE PaGe

Figure 17- Unapproved Account Requests

3.1.3. Contractor Manager Approval
After clicking the user account for processing the Contractor Manager Approval page
will be displayed.

The first section of the approval form contains the Manager Information panel (Figure
18). The contracting manager must complete the Manager Information fields if they
have not approved any prior requests. For subsequent approvals the Manager
Information fields will be pre-populated and should be updated as necessary.
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Support System Account
Contractor Manager Approval
Please review the Support System Account Request below and provide your response:

IT APPROVED the request will be routed to the selected FAA Manager for final approval. Please make sure you have a direct
refationship with the selected FAA manager or the request may subsequently be rejected.

If REJECTED the requestor will receive a rejection notification with the commenis provided. Please provide constructive
coments as o why the request was rejected.

Manager Information

Flease verify and/or update your information. I the fields are blank please complete them.
o Company:
Title:

Job Description:

First Name:
Last Name:

Phone:

Email: James Aleidos@leidos.com

Figure 18 - Contractor Manager Information

The second section of the approval form contains the Account Approval panel.

Status (Figure 19 - 2): The manager will select the appropriate status for the request.
Additional information regarding the selected status may be added in the Comments
field. If the requestis Approved the “Forward to FAA Manager” selection (Figure 20 - 3)
will be activated. The Contracting Manager should select the FAA Manager they
support directly. Once the FAA Manger has been selected the form may be submitted
by clicking the “Enter” button (#4).

If the request is rejected the form should be submitted without an FAA Manager by
clicking the “Enter” button (Figure 21 - 4).

If for any reason the request cannot be completed the manager should cancel the
request approval by clicking the “Cancel” button. This will cancel any current settings
and the request will remain available for processing at a later date.
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Please review the System Support Account Request submitied by Joe Smith,
‘Request Reference #: 3547
Request Date: 09/12/2019
MW MNew
Stiar:

- o — Select One —
Ci =
Comments: FPPROVED

REJECTED

Forward to FAA Manager: | — Sciecl One — =
Figure 19- Account Approval Status

Please review the System Support Account Request submitted by Joe Smith.
‘Request Reference #: 3547
Request Date: 09/12/2019
Reuusst’l?m'- MNew

mmmmmmm - Select Ona -

OTHER - ALL MON AJM-25 PERSONNEL - Jay Shah
AJM-251 - Systems Requirements @ JD Hunt
AJM-251(x) - NAS Enginsering : Steve Oliver
AJM-2511 - System Engineering : Tom Ackermann
AJM-2512 - Specialty Engineering : Jay Shah

AJM-252 - Program Management - Joe Evans
AJM-252(x) - System Management - Gina OCliver
 —
——
 —

AJM-2521 - Centralized Systems : Bamry Davis
AJM-253 - Design & Development :© JO Hunt
AJM-253(%) - NAS Software : Dersk Kubont
AJM-254 - Mission Support - Marlene Mills

Figure 20 - FAA Manager Assignment
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Account Approval
Plaase review the System Support Account Reguest submitted by Jos Smith.
REI]UES[ Reference #: 3547
Request Date: 09/12/2019
Request Type: New
Status: [APPROVED v |

Comments:

Forward to FAA Manager: AJM-256 - Test - Soncere Woodford v

0[ Enter | | camcer |

Figure 21 - Account Approval Submission

3.2.FAA Manager
This section details the FAA Manager approval process.

3.2.1. Email Notification

When a request approved by a Contracting Manager or an employee has been
submitted the FAA manager will receive an email notification. To approve or deny the
request the manager should click the green button (Figure 22 - 1) in the email. Clicking
this button will open the Unapproved Account Request list in a web browser.
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FROM: DeNotReply@EnRouteSupport faa.gov

TO: J.d hunt@iza.gov

e

SUBJECT: System Support Account Reguest - ERAM / New Reguest
MESSAGE:

1-800-377-0308
MVEAA o EnRoute& 4 cooae5.4a14
Yy Oceanic Support

EnRouteSupport.faa.gov

System Support Account Request - ERAM / New Request

Jane Smith has submitted the following System Support Account request.

Please verify your employee's information and the requested account information for accuracy.
You may click the button below to Approve or Deny this request and any other pending
regussis.

IMPORTANT: IT 1S YOUR RESPONSIBILITY TO SUBMIT AN ACCOUNT DEACTIVATION
NOTIFICATION WHEN THIS PERSON NO LONGER HAS A NEED FOR THIS ACCOUNT.
You may submit a Deactivation Request by clicking this link and selecting "Account
Deactivation” and completing the form.

[Request Reference Number #3548) I}

o Click here to Approve or Deny this request.

IMPORTANT INFORMATION:

» DO MOT FORWARD THIS EMAIL as it contains unigue information pertaining to this request.
» [f this requesi represenis suspicious activity or if you have any guestions or concerns

piease contact the En Roule and Cceanic Support Help Desk at 1-800-377-0308.
« Do not reply to this email.

Figure 22 - FAA Manager Email Notification

3.2.2. Unapproved Account Request List

After clicking the email link the Unapproved Account Request list will be displayed. This
page will display a list of accounts (Figure 23 - 1) that are waiting for approval by the
specified contracting manager. Clicking the gear icon or double clicking the highlighted
row will open the request for approval processing.
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Unapproved Account Requests [ FAA ManacGER DELEGATES ]

Requestor FAAICTR System Reguest Type Request Date

o @ Jane Smith FAA ERAM New 07/16/19 04:57 PM

= You can approve account requests by clicking the gear icon or double clicking the highlighted row
= This list will be available until all requests have been processed.
« [f you do not wish to process the requests please ciose the page using the buiton below

Current as of 917/2019 1:48:01 PM

CLosE PAGE

Figure 23- FAA Manager Unapproved Account Requests

3.2.3. FAA Manager Approval
FAA managers may approve/reject the request or reassign the request to another FAA
Manager.

If for any reason the request cannot be completed the manager should cancel the
request approval by clicking the “Cancel” button. This will cancel any current settings
and the request will remain available for processing at a later date.

3.2.3.1. Approval / Rejection

To approve or reject a request the desired action (APPROVED or REJECTED) should

be selected from the Status (Figure 24 - 1) dropdown. Additional information regarding
the selected status may be added in the Comments field. After selection the form may
be submitted by clicking the “Enter” button.

If the request is rejected the form should be submitted without an FAA Manager by
clicking the “Enter” button (Figure 24).

Once a request has been approved an email notification will be sent to the appropriate
System Administration team to create or modify the account.
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Support System Account
FAA Manager Approval
Please review the Support System Account Reguesi below and provide your response.

If APPROVED the request will De routed to the Svstem Administrators for account adminisiration.

If REJECTED the confracting manager and the reguestor will receive a rejection notification with the comments provided.
Please provide constructive coments as fo why the request was rejecied.

Please review the System Support Account Request submitied by Jane Smith
Manager: D Hunt
Request Reference #: 3548
Request Date: 09/17/2019
uest Type: New
Status: | __ Select One -- v %

Reassign Manager: v
Reassign to Another Manager I

Comments: | ----—--- Status -——-—-- ‘

| APPROVED
E_REJECTED

I eEwer | | cawcer |

Figure 24 - FAA Manager Approval

3.2.3.2. FAA Manager Reassignment

To reassign the request to another FAA Manager select “Reassign to Another Manager”
from the Status (Figure 25 - 1) dropdown menu. Next select the desired FAA Manger
from the “Reassign FAA Manager” (Figure 25 - 2) dropdown menu.
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Once the manager has been selected the form may be submitted by clicking the “Enter”
button (Figure 25 - 3). The newly assigned manager will receive an email notification to

process the request.

Support System Account
FAA Manager Approval
Pleaze review the Support System Account Reguest helow and provide your response.

If APPROVED the request will be reuted o the System Administrators for account administration.

If REJECTED the coniraciing manager and the reguestor will receive a rejection notification with the comments provided.
Please provide constructive coments as fo why the request was rejected.

Please review the System Support Account Request submitied by Jane Smith.
Manager: JD Hunt
Request Reference #: 3548
Request Date: 09/17/2019

Request Type: New
Status: | Reassign to Another Manager ¥ o

Reassign FAA Manager:

-- Select Ona —

Comments:

AJM-251i(x) - NAS Engineering : Steve Oliver
AJM-2511 - System Engineering : Tom Ackermann e
AJM-2512 - Specialty Engineering : Jay Shah

AJM-252 - Program Management - Joe Evans

| AJM-252(x) - System Management - Gina Oliver

e[ Enter | | cancer |

Figure 25 - FAA Manger Reassignment

3.2.4. FAA Manager Delegates

FAA managers have the option to designate other FAA Managers as backups in the
event they are unable to process account requests. Delegates will receive email
notifications when account requests are submitted for the primary managers.

To setup delegates click the “FAA Manager Delegates” button (Figure 26 - 1) on the
Unapproved Account Requests page.

Unapproved Account Requests { FAA MaNAGER DELEGATES |
Requestor FAAICTR System Request Type Reguest Date
EJ Jane Smith FAA ERAM Mew 07/M16/19 04:57 PM

= YOu can approve account requests by clicking the gear icon or double clicking the highlighted row.
« Thizs list will be available until all requests have been processed
» [iyou do not wish to process the requests please close the page using the button below

Current as of 317/2019 1:48:01 PM

Figure 26 - FAA Manager Delegates



System Support Lab Account User Guide

This will open the Delegate Approval Mangers for the current FAA Manager. To add a
manager to the delegate list select the desired person from the FAA Managers list
(Figure 27 - 1) and click the “Add Manager To Delegate List” button (Figure 27 - 2).
Managers may be removed from the list by clicking the “Remove” button (Figure 27 - 3).

To return to the FAA Manager Delegates page click the “Return” button (Figure 27 - 4).

Delegate Approval Managers for JD Hunt e
FAA Managers:
— Select One — v || Aoo ManaceR To DELEGATE LisT |
FAA Manager Organization
Ackermann, Tom AJM-2511 - System Engineering e
Evans, Joe AJM-252 - Program Management

o (Berum)
Figure 27 - FAA Manger Delegates List

4. System Admin
Each system (ERAM, ATOP, etc.) will have one or more system admin teams that will
handle account creation or modification requests.

4.1.Email Notification

When a request is approved by an FAA Manager all members of the primary system
administration team will receive an email notification to process the account request. To
process the request the team member should click the “Click here to process this
request” button (Figure 28 - 1). Clicking this button will open the Unapproved Account
Request list in a web browser.
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FROM: DoNotReply@EnRouteSupport fas.gov

TO: Bob.Hickman(@faa.gov

ce:

SUBJECT: System Support Account Request - ERAM [ System Admin Action Required
MESSAGE:

1-800-377-0308 4
MyFAA 0 - Rméte, % { 1:609.485.4414 i
Jceanic SUPROIt | gnroutesupportfaa.goy

System Support Account Request - ERAM / System Admin Action Required

FAA Manager JD Hunt has approved a System Support Account request for Jane Smith.

Please click the button below to process ihis request

[Request Reference Number £3548]

o Click here to process this request.

IMPORTANT INFORMATION:

« DO NOT FORWARD THIS EMAIL as it contains unigue information pertaining to this request.
= |f this request represents suspicious activity or if you have any guestions or concems

please contact the En Route and Oceanic Support Help Desk at 1-800-377-0308.
» Do not reply to this email,

Figure 28 - System Admin Email Notification

4.2.Unapproved Account List

After clicking the email link the Unapproved Account Request list will be displayed. This
page will display a list of accounts (Figure 29 - 1) that are waiting for approval by the
specified contracting manager. Clicking the gear icon or double clicking the highlighted
row will open the System Support Account Administration page.

Unapproved Account Requests

Requestor FAA/CTR System Request Type Request Date
o 2%} Jane Smith FAA  ERAM New 07/16/19 04:57 PM

« You can approve account requests by clicking the gear icon or double clicking the highlighted row.
= This lizt will be available until all requests have been processed.
= |fyou do not wish to process the requests please close the page using the button below

Current as of 911772019 1:48:01 PM

Figure 29 - System Administration Unapproved Account Requests
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4.3. Account Creation/Modification

The System Support Account Administration page is comprised of several sections
which documents the account creation and provides the capability to assign the request
to alternate system administration teams for additional processing.

4.3.1. Account Group Assignment

The Account Group Assignment panel contains a list of all account groups (Figure 30 -
1) defined for the system. The list contains a column (Figure 30 - 2) identifying the Job
Function and additional columns (Figure 30 - 3) for any Special Access areas submitted
by the requestor. The Special Access column will not be displayed if nothing was
selected by the user. The OTHER column (Figure 30 - 4) is displayed last.

The Job Function column (Figure 30 - 2) contains checkboxes where the account
groups are associated with the selected Job Function. After the system administrator
creates the accounts corresponding to the Job Function they should check the
associated boxes to mark them complete.

The Special Access columns (Figure 30 - 3) contains checkboxes where the account
groups are associated with the selected Special Access area. After the system
administrator creates the accounts corresponding to the Special Access areas they
should check the associated boxes to mark them complete.

The OTHER column (Figure 30 - 4) contains checkboxes for all account groups within
the system. This column is used in conjunction with the Other Account Group
Assignment Requests (Figure 30 - 5) section to provide access to account groups the
requestor has requested. The system admin should review the Other Account Group
Assignment requests and correlate any requests to the appropriate account group.
After the system administrator creates the accounts groups they should check the
associated boxes under the “OTHER” column (Figure 30 - 4) to mark them complete.

Checkboxes that have an X indicate that the corresponding account groups was already
assigned to the user in a prior request.
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ERAM System Support Account Administration

Request Reference #; 3548
Account Group Assignment

Account Group Job Function Special Access ERAM
System Requirements & Engineering Tools Registry OTHER

adap (nix)

adbg (nix) ° 9 e o
apps (nix)

artisan account

cr tool account [:@
dimensions account
systest(nix)

tools registry (adg)
training (nix)

users (nix)

users {p)

wil

[ indicates account groups granted to the user for account requests in 2019,
Some account groups may be active for requests prior to 2019 but will not be marked

Other Account Group Assignment Requests

Other Job Functions: None e

Other Special Access: Mone

Figure 30 - Account Group Assignments

4.3.2. User Account Assignments

The User Account Assignments panel provides a list of accounts (Figure 31 - 1) for the
user along with method for system administrators to document the account(s) provided
(Figure 31 - 2).

To add an account to the list the Username and Account Description fields must be
completed (Figure 31 - 2). The “Add Account” button will be activated and the
information may be saved by clicking the button.
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hs ERAM User Account Assignments
Account Username List: This table contains all accounts created for this user.
Mote: List includes all existing o
ERAM accounts forthis user Username Account Descl‘lptlor‘t System Date
Testlser Temporary account for testing  ERAM 09/19/19 [ Edit |
9 —— Add Account

Password; FPasswords are fo be sent by the System Admin for each user account

Figure 31 - User Account Assignments

4.3.3. User Account Information

The User Account Information panel displays a copy of what the requestor will receive
in the final email when the account request is completed.

The majority of this information is boilerplate information with two exceptions.

e ERAM Password Reset (Figure 32 - 1) information included in the email may
be customized for the user by selecting a Username and checking any
corresponding labs.

e A custom message containing specific instructions may be entered by the
system administrator which will be sent to user.
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User Account Information
{This is the information the user will receive regarding their account.)

Account Information; You will receive a separate email with your temporary password and instruclions on how to change the password.
Username(s): Tesitlser

ERAM Password Reset: Select the appropriate options below to create a custom password reset message for this user.

o Userid (Username): | - Select a Usemame — ¥ |(if ihe Usemame Iist is blank, add an account usemname here )
TB1 [2t1] e
TLSF [TB2TB3/PMFANl Lab ControllersiEODIVTLiztalztpiztsiziv]
| TBA4 [2t4]
IIF [zti]

| ERAM Active Directory [ERAM Home
Page/pmf01.gwp.eram.faa.gov/Citrix/SPOT/MFL/Sarbot!SkyData Sentry/RD 5]

Password Reset: If you nead to reset your passwerd in the fulure please follow these instructions.

Go to the En Route Support website.

In the page footer look for the 3rd column titled "SLS Account Registration”.

Click the "System Support Lab Accounts” link

A new page with several opfions will be presenied. Click the "FPassword Reset” button.
Select the sysiem for which you need the account reset.

Follow the system specific password reset instructions.

8 B ¥ 8 B

System Administration: If you have any guestions or concerns about your account you may contact the system administration team via email. Please
initiate contact using the link below because it contains retevant information regarding your request.

_'_::..:J 9-ACT-ERAM-SYSADMIN-SECURITY-TEAM@Taa.gov
System Admin Message to

User. B T | i= 4=
(Special Account Insiructions)

Characters (with HTML):. 0/5000

Any text entered in this field will be included in the user account infermation page.

Figure 32 - User Account Information

4.3.4. System Admin Comments

The System Admin Comments panel contains a list of comments entered by other
system administrators (Figure 33 - 1). It also provides a method to make additional
comments.

To add a comment to the list the Comment field must be completed (Figure 33 - 2). The
“Add Comment” button will be activated and the information may be saved by clicking
the button.
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System Admin Comments

Date Sys Admin Comment
09/19/19 03:29 FM Bob Hickman Contacted the requestor for information regarding their request.
4
Add Comment
Note: These commenis are only available to system administrators and are not sent to the user.

Figure 33 - System Admin Comments

4.3.5. System Admin Status
The System Admin Status panel is used by the system admin to manage the state of
the request and to reassign it to other System Administration teams where needed.

The System Admin Status panel contains a historical list of status changes (Figure 34 -
1), a Status menu to manage the status (Figure 34 - 2) of the request, and a message
field (Figure 34 - 3) that is only active when the request is being assigned to another
system administration team.

Below the System Admin Status panel are the controls (Figure 34 - 4) to either save the
request by pressing the “Enter” button or cancel the current working session by pressing
the “Cancel” button.

System Admin Status

Date Sys Admin Status
97182019 4.00:00 PM  Bob Hickman Assigned to: Leidos ERAM System Adminisirators

e Sys Admin Status: | — Select One — v

Admin Email Message:

£
e Any text entered in this field will be included in the Admin notification email .

o[ Enter | | cCancer |

Figure 34 - System Admin Status Panel

The System Admin Status menu (Figure 35 - 2) contains 3 option groups (A-B-C) used
to perform a variety of functions described in the sections below.
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Sys Admin Status: | —- Select One — v |

e 0' Lock Incomplete Request to Finish Later

Unlock Request for other System Admins
Assign to Sys Admin Team
e, FAA ERAM System Administrators
Leidos ERAM System Administrators
Assign Final Status
e Completed
| Rejected

Figure 35 - System Admin Status Menu

4.3.5.1. Suspend Action

The System Administrator may choose to lock a request if they have not finished
completing the account. Access to the request would be locked for all other System
Administrators.

To lock a request the System Administrator would select “Lock Incomplete Request to
finish Later” from the Suspend Action option group (Figure 35 - 2A). This will lock the
request when it is saved by clicking the “Enter” button (Figure 34- 4).

A corresponding option is available to unlock the request if it was previously locked. To
unlock a request select “Unlock Request for other System Admins” from the Suspend
Action option group (Figure 35 — 2A).

4.3.5.2. Assign to Sys Admin Team

For each system there may be multiple system administration teams working on
different parts of the account creation. The primary system administration team will
receive the first email notification and will process their portion of the request. If
necessary the primary system administration team can forward the request to a
secondary team for additional processing. Depending on workflow agreements
between the teams the secondary team may either reassign the request back to the
primary team when finished or assign a final status.

To assign a request to another team the system administrator would select the
appropriate team listed under the “Assign to Sys Admin Team” option group in the
System Admin Status menu (Figure 35 — 2B).

A message containing instructions or comments may be included in the email
notification to the selected system administration team. Text entered into the “Admin
Email Message” field will be sent in the email notification.

After the request is saved by clicking the “Enter” button (Figure 35 - 4) the selected
system administration team will receive an email notification to process the request.
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4.3.5.3. Assign Final Status
When the account request has been finished the request status should be marked as
completed.

To complete a request the system administrator would select “Completed” from the
“Assign Final Status” option group (Figure 35- 2C). After the request is saved by
clicking the “Enter” button (Figure 34 - 4) an email notification will be sent to the user.

5. Account Request Status

The requestor may check the status of a pending request by clicking the “Check
Request Status” button on the System Support Lab Account Directory (Figure 2)Figure
2- System Support Lab Account Directory. The Request Status Check page (Figure 36)
will be displayed.

To check the status of a request the requestor should enter their email address and
click the “Check Status” button in the Request Status Check panel (Figure 36 - 1). The
results will be displayed in the Pending Requests (Figure 36 - 2) panel.

Request Status Check

Please enter your email address to check the status of any pending requests.

8 o

Pending Requests
Ref # Request Date System Status Date Status
3548 7162019 ERAM 91872019 This request is waiting for the System Administration team to
45702 PM i 3:50:39 PM create or modify the account

Please note: Additional requests may not be submitted for systems where th& is already a pending request.
If you need assistance with a request please contact the Helpdesk at 1-800-377-0308.

Figure 36 - Request Status Check

6. Account Deactivation
An employee’s manager (FAA or Contractor) should submit an account deactivation
request for employees who are no longer supporting a system.

6.1. Deactivation Request Initiation

Account deactivation requests are initiated from the System Support Lab Account
Directory page (Figure 2) by clicking the “Account Deactivation” button.



System Support Lab Account User Guide

This will open the Account Deactivation Request page (Figure 37- 1). The manager or
person submitting the request will be required to enter their email address and submit
the request.

Account Deactivation Reguest

Action: Deactivation

o Requestors Email:

Please enter YOUR current business email
address. A link will be sent to this email
address to confinue the request.

| EnTeR REQUEST |

Figure 37 - Account Deactivation

After submitting the deactivation request the requestor will receive an email (Figure 38)
containing a link to continue the deactivation process. Clicking the “Click here to
continue your request.” Button (Figure 38 - 1) will open the request in a new browser
window.

FROM: v DoNeitReply@EnRouteSupport.fas.gov

TO: richi@faa.gov

cC:

SUBJECT. System Support Account Deactivation Request
MESSAGE:

1-800-377-0308
MVEAA o EnRoute & oogse5.4414
y Oceanic Support

EnRDu,teSupgort.faa.gpo_m

System Support Account Deactivation Request

Fleass click the link below to continue your request.

o Click here to continue your request.

IMPORTANT INFORMATION:

» DO MNOT FORWARD THIS EMAIL as it contains unigue information pertaining to this request.
» If this reguest represents suspicious activity or if you have any guestions or concerns

please contact the En Route and Oceanic Support Help Desk at 1-800-377-0308.
» Do not reply to this email.

Figure 38 - Deactivation Request Email

6.2. Account Deactivation Submission



System Support Lab Account User Guide

After opening the email link the Account Deactivation form will be displayed. The form
contains 3 information panels:

e Requestor Information (Figure 39 - 1)

e Employee/User to be Deactivated (Figure 40 - 2)

e Additional Comments (Figure 41 - 3)

The manager or person submitting the request should enter their contact information in
the Requestor Information (Figure 39 - 1) panel.

L} Account Action

Action Deactivation

Requestor Information

Please enter your information in the event we need to contact you conceming this request.

0 First Name

Last Name
Organization
Phone

Email richi@iaa.gov
Figure 39 - Account Deactivation - Requestor Information

The information about the employee to be deactivated should be entered in the
Employee/User to be Deactivated (Figure 40Figure 40 - 2) panel.
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Emplnyeeﬂ.lser to be Deactivated
e Please enter the information for the employee to be deactivated.

First Name

Last Name

Email Address

Please enter the cormrect business email address for the user otherwise we may not be
able to deactivate the account.

System: | _ Select One — v
FAA or Contractor: | __ Sglect One - L ]
Site | _ Select -- v

Reason for Deactivation

frd

[
Figure 40 - Account Deactivation - Employee Information

If there are any comments regarding the deactivation they should be entered in the
Additional Comments (Figure 41 - 3) panel.

Additional Comments or Requests

e

1000 characters remaining

| EnTer REQUEST |

Figure 41 - Account Deactivation — Comments

When all of the fields in the form are completed the request may be submitted by
clicking the “Enter Request” button.

7. Password Reset

Password Reset requests may be initiated from the System Support Lab Account
Directory page (Figure 2) by clicking the “Password Reset” button.

This will open the Password Reset menu page (Figure 42). There will be password
reset buttons available for each system. Password resets may be handled differently
for each system as described below.
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Password Reset

Please select from the options below.

ATOP Password Reset

ERAM Password Reset

Figure 42 - Password Reset Menu
7.1.ERAM

Clicking the ERAM Password Rest button will open the ERAM System Support
Password Reset page (Figure 43Figure 43) in a new browser window. The requestor
should enter their ERAM Userid and check the boxes corresponding to the lab
environments where they need their password reset.

After the password has been reset they should receive an email notification. The user
should allow at least 15 minutes to elapse between submitting the password reset and
attempting to login to the system so that the new password may be synchronized.
Otherwise the user may lock the account if they try to login before 15 minutes have
elapsed.

ERAM Support Systems Password Reset

ERAM Support Systems Password Reset

Userld:.
ERAM
TB1 [zt1]

TLSF [TB2TEB3/PMF/All Lab Controllers'EQOD/VT Lizta/ztp/zts/ziv]

TEB4 [zt4]

IIF [zti]

ERAM Active Directory [ERANM Home Page/pmfd1.gwp.eram.faa gov/Citrea/ SPOTIMFL/Sarbot/SkyDataSentry/RDS]

Click on the Submit button below to receive an email containing temporary passwords for all environments selected and instructions to reset for non-temporary passwords.

Submil_l'_CIear |

Figure 43 - ERAM System Support Password Reset

7.2.ATOP
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Clicking the ATOP Password Reset button will open a page (Figure 44Figure 43) in a
new browser window. Currently the requestor will be instructed to contact the Helpdesk
to request a password reset.

Please contact the Helpdesk at 1-800-377-0308 to request a password reset.

Figure 44 - ATOP Password Reset



